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ABSTRACT

In order to respond to supply chain threats, active research and development efforts are underway for software tamper
prevention technologies such as Secure Boot and management systems like Software Bill of Materials(SBOM). Particularly,
the Trusted Computing Group (TCG) is introducing standards for Trusted Platform Module(TPM) to provide a secure and
trustworthy computing boot environment. This paper emphasizes the need for introducing secure booting technology for
cryptographic modules to ensure that they remain safe and provide reliable functionality even in the face of supply chain
threats. Furthermore, it analyzes vulnerabilities in cryptographic modules verified by the ISO/IEC 19790 standard and
proposes security requirements for secure booting of cryptographic modules to address these vulnerabilities.
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Fig. 2. Cisco's Trustworthy Secure Boot
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& ISO/IEC 19790:2012, ISO/IEC 24759:
20174 71€=e] lth9,10). »l= NISTelA+=
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Table 1. Security Requirement of Not Loadable
S/W,F/W in 1ISO 19790

Level Security Requirement
1 Approved integrity technique
Approved digital signature or
2 keyed message authentication
code

3/4 Approved digital signature

2 F/W \'ntegr'ity check
@ Bootloader

exec. Security F/W
Hash of F/W

|

(3 F/W exec.
Fig. 3. F/W Security Requirements of I1ISO 19790 7.7
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Fig. 4. Risk of Compromised Crypto Module |
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Table 2. Security Requirement of Loadable
S/W,F/W in ISO 19790

Level Security Requirement
1 - Approved authentication
technique
9 - Authentication key be loaded
independently in the module prior
to the software or firmware
3 loading

2 9k v Fg=l(allowed) <lF
FIPS 140314 Table 33} o] A|AISkAL AT 12
AZEJ] e HYele] F]lo] 7bsst AR
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Table 3. Allowed Authentication Mechanism in
FIPS140-3

Level Authentication
1 * None required
9 * Memorized Secret or Level 3

Authentication

* Memorized Secret

» Look-Up Secrets

=  Qut-of band

» Single-Factor OTP Device

3 * Multi-Factor OTP Device

*  Single-Factor Crypto S/W

» Single-Factor Crypto Device
=  Multi-Factor Crypto S/W

= Multi-Factor Crypto Device

=  Multi-Factor Crypto S/W
= Multi-Factor Crypto Device

2 Avoid F/W authentication step

@ Compromised

Bootloader exec. Compromised

Security F/W or
Authentication Key

@ Compromised F/W exec.
Fig. 5. Risk of Compromised Crypto Module |l
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Fig. 6. Secure Boot Conceptual Diagram
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Table 4. Commercial Products and Technology 3o glol= UEFI 3t7olxe] obd3dt wee
for Secure Boot 3 4 g AV} 9lod, de= 537301]/119] ol
Category Examples A e ke AzApEE o2 H/W e
Intel Boot Guard, ARM Aol A w2 <Pdd R wlsh A, Azl
RoT Chip | TrustZone, Samsung KNOX, gl oj&Ao] A7|A E). Wt A 74
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Table 5. Requirements of Non-Bootstapped RoT V. 23% 80 CHSst7] Qs ds2E9
Category Requirements okdst REIS et HoteTArE Mgt

1. Computing
Engine, Code,

Root of Trust SHALL consist
of a computing engine and

and Data executable code.
Root of Trust SHALL provide
one or more security services
2. Security (authentication, authorization,
Services confidentiality,  identification,

integrity, measurement, reporting,
update, and verification).

3. Certification

Vendor/Manufacturer SHALL
design a Root of Trust for a
certification process for a
platform or for a device.

4. Unique
Identifiable
Ownership

Root of Trust SHALL have a
single identifiable owning
entity.

5. Mutability

Code and/or data of a Root of
Trust SHALL be immutable
or its mutability SHALL be
controlled only by the unique
identifiable owner.

6. Ownership
Transfer

If a Root of Trust implements
an ownership transfer
mechanism designed by the
initial owner/provider of the
RoT, then the current owner
of the Root of Trust SHALL
provide a mechanism to
authorize the transfer of
ownership to the new owner.

7. One RoT per
Platform

A Platform SHALL contain one
and only one Root of Trust.

8. Temporal

Root  of  Trust SHALL
include the code which
executes first upon the
initialization of the
computing engine during
cold boot in that platform.

9. Manufacturer
Identity

Root of Trust SHALL have
an identifiable manufacturer

10. Provenance

Platform manufacturer SHALL
create and provision the
Root of Trust during the
manufacturing process.

o 8T =
A

sb7] gl gtemge] wE 2d A4, BRIt

® AL FERES TS AYonyH 3
el wxalr] 1o, s GEeE vy 2y
& AN, FERE FHLE F BBl & o
A sk wE g nek 932 g
AEAFE o83 JEREY QA
o SRS AR

=
(o
N

e
i
M
=2
2
2
=
_(‘){_1’
rir
o
0,
N
ol
o,

™
L

Sara Zimmo 5= YHH]= trje]~o] ] uk
<+ APIHFE(Preboot), FE=ZT(bootloader), &
AA 2 5% 2o 3utA 2dg HLslw gl
(14,15). tmrEe| sl = Fig. 73 zbo] 3ot
A 5 2dR s, A 5 §le AZAF
219l Boot ROMolA AJ=tsle] w7} Al3she 1
A FE, BobAu|s Az ELe] - oS s}
2t FE 4 Z2a3 4 OSE EH3k= 3
A HEZ ZAT 5 9lr)

Fig. 79 ¢35E 8 mdox] Hg wAd
TFE S8 dade] He RudAe S AlE
34719 Table 63} 2t}

1A FEoAe Wy FE Hole} Lz EY
of - HeJlo] Q1 7], AR dlolEE HEdyew ¥
Feta, 2dA FEdAE Hekw|~E AlFEle
LZEe] - FHolE BRIt or ik, 3%
A HEANME 8 Z2a Y
AoR BT aRla BE wHAleAE AEE 5

T

“

fLore g

o

dlelele] A, Ag7As AxAb dYolehs ol

First boot stage

Second Boot Third boot
:8:; V;:::r stage stage
Loader

Manufacturer ~ Vender Boot FW
Boot ROM Authentication Key
Configuration Data
Fig. 7.

Generalized Boot model of Crypto
Module

Security service SW/FW Application PGM/OS



AR R F8s] =14 (2023, 12) 995
Table 6. Protected Objects and risks of Crypto
Module cpy
:g:,tl RoT function Flash memory
Protected Objects Boot Risks
Stage
Vendor Boot F/W 1 (A) Boot model with RoT function in CPU
Authentication Key 1
CPU
Configuration data 1 Eg:/tl Ld R°°‘CE: Trust 1Ll Flash memory
Asymmetric :
Cryto Alg.
- (B) Boot model with RoT chip
gymmet:lc Fig. 8. Secure Boot Methods Using Commercial
rypto Alg. Products
HASH/MAC
Security |BNG Unauthorized OTP(One Time Programmable) ™=z #4
ecurity modification,

S/W or |Key Generation | 2

F/W Digital
Signature

substitution

Key Agreement

Self Diagnonis

Authentication
Logging
Application Program 2
(6N} 2
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7H%—’F(secur1ty parameters)®] 5ol gHdd
2y FRslEE Wl AlQlsta, Mk A
2 AZEYY e FYoldi HIFEE o}
o}

\e

Fig. 8-(B)S} o] Mze] RoT s}t"ﬂoﬂ 32 ol
£obe] AT 4 AT S ook el RoT
[e]
o

E2uE 5] WAL CPU 348 Bislhe,
Q%% shad Fol CPUZL 42 + d=g Aol
slok g}

so} gtk OTP wlmels A3 dlolele] W7
7b Brbsste] dlold FAAS BAR £ gle
zZt=th webd, RoT 7lse] WA= OTP
we] me olsh fiAlet 71ES &8sl UF 7

AAyshe 7150l BaAolrh16].

a2
ok, 2

m1o

fj

4.3 RoTE 0123 25250l o3t 2e oy

]z o]Hﬂq: /\1 o B
3= TPM A& 0]8—-5].0:] AJEOMA Hﬁli 7
Ashs wWale] AAEYCH17-19). e} it

A AR LellA oPdE - 7]es E8ste] o
| odE Bestar, oWl WACoR ol o
g MoteAbte 237 oA A7t 7)Eel #
g A7 WA FAH R FAEA dsirt o
et gErEe] obddt FHE 3 Hek SR
%3] S8l Fig. 79 hgnE Hd 2ds
td RoT 48418 A8 hxmse] oA
Q& 93 Fig. 99 2ol 3R 5% &

Fe wdsisiglet. Fig. 99 R ¢hsnE
CPUA RoT 7Ie<& Aleshe 742 He

Bt
H
T

T

R

Lo _?L' b b o

case 1 @ Second boot stage verification
Boot RoT j L
ROM function
erf Secunty 0s/A
Service /App
Boot RoT
ROM chip l

(D First boot stage verification @ Third boot stage verification

Fig. 9. Secure Boot Model for Cryptographic
Modules



996 T Al dSshr] A7 gEaE] Hdd Y Bt Ak Al

RoT #H& ol43shs 75 =F H4d 5 glu g a7 ARl 7= Sl
g pEnEel WeAoR 48T 4 o)

otz R 5ol kA3t HE AHi}= RoTE 7Hle=w Table 7. Security Requirements of 1% Boot Stage
e A WA FE DA FEFF A dlolE
ol w o ] = N o 1°* Boot Stage
59 $A4E AF T o] glom ohe WA e
DAMNE 3o g AZFE= A olulAl S A4 reat of injecting malicious
T A= = —'H 453 u“ﬂ A<l _° :E e attack code of some sort prior to
ghe}, whd 7F NE dAlellM FAAe] dEw AR Threat start of the chain of trust to gain
L ubAse AL NS Wy Ag wWARE & low-level and nearly undetectable
dale] iz AL YA AR 4 glelop control over the system
gt} oS Ao|A= Table 69 9ERE BITA Response fFlrs;L_ bootstta'gIg‘e SHALL have
& QHlshl BET 4 YES S 1L A9 Recuirement 1

equiremen
] slo 5
AN Bl 8gAReke Aok First boot stage SHALL consist
of a computing engine and
4.4 RoTE 0|3¢t 4S2EQ| OIM5I REIZ |t executable code.
Hot QJALEH R0 (Requirement 2)
First boot stage SHALL provide
. . B ~ one or more security

dEEEel shddt 8 71ed HLstar, Alsket services(authentication,
= Bl QAN wEspH oA Al Aele T authorization,identification,
Aale] ols uEo| Bl 2z EYo] i Feold integrity, verification)

g gz 2AE QAdew A 4 gle [Requirement 3]

3 _ First boot stage SHALL have a
1 o S1-1p) olal o =] =
YEWES T Wl §o2 e Qs He single identifiable owning entity.
3 2= 9t} -
= M . . (Requirement 4)

Table 69 HzdiAd el oj$slr] sl Code and/or data of first boot
Fig. 99] ¢kdlal Bl ndd Y dAEE 93 stage SHALL be immutable or its
3 glenpel 2T o] wE 8 PAES chos) 7+ mutability SHALL be controlled

°e = e= o E only by the unique identifiable
o] Aqksic}, owner.

R WA ¥E gAE RoTrl FEsEe Az (Requirement 5
Table 73 7ol ¢33} oy LARe 37} If first boot stage implements an
2] BE 2 Aakaic). ownership transfer mechanism,

- Aglo] e = = S first boot stage SHALL provide a

A, Al=le] 2] == RoT 71%°] el mechanism to authorize the
of gk} RoT 7%l gk Bk 87418k Table transfer of ownership to the
33} zro] GlobalPlatformellA] ekt Q@ 7ARE} = second boot stage.

A3 AZalel #E= Certification 353 (Requirement 6)
. _ _ _ First boot stage SHALL contain
1 E O 1o
Manufa}ct}urer Identity =2 Aol 87 &= one and only one Root of Trust.
o E ol

- Al “?‘f‘r/}‘_ . (Requirement 7)

=4, Y& e - AR dlolg] ¢ - HE $3]d] First boot stage SHALL include
g3}zl Y3 FE FHYo] - AA dolg] ¢ -wx the code which executes first
E‘I?‘E‘] ii—aﬂo}: ”3]43:], 27H9] B_LF'A}‘%]"% Xﬂoxl'—é}t;]‘ upon the mltla}hzatlor} of the

B B o computing engine during cold

AR, mZESe] - gl 1T 719 Al=d boot in that platform.

%}\“E 7l|]jﬂ°ﬂ 9’]%?1— ‘?’] ‘ tﬁ—;l{— ‘?’1613‘!0" EH%‘S‘]'7] Sk e [Requirement 8]

ZES] - HAo] 1= 7)o AT 4 = A4 platform manufacturer SHALL
o8l 9] -wWlxEHE] Bidol shul. 479 QTA} createdand pro}\lzision thfe first boot
. _ - o _ stage during the manufacturing
5 Aljkgkc}. OTPell AA ek 3tv, 224 18 ProCess.

o ziE Aol ke aatEe] Q1% 7)ol
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1%t Boot Stage

Threat

Boot firmware/configuration data
tampering threat

Response

Boot firmware and configuration
data SHALL be protected from
tampering and alteration.

(Requirement 9]

First boot stage SHALL detect
any tampering or alteration of
the boot firmware and
configuration data.

B Ao Ae Bet
Ml 2ZE] - Pl §] - WRERE HE
% 5 9EE Table 83 o] 2749 27AH}S

Table 8. Security Requirements of 2" Boot Stage

274 Boot Stage

Software/firmware tampering

(Requirement 10)

When the first boot stage
confirms the tampering or
alteration of the boot firmware
and configuration data, first boot
stage SHALL prevent the use of
the compromised boot firmware
and configuration data.

Threat . .
threat for security services
Security services software/
Response | firmware must be protected from

tampering and alteration.

Threat

Threat of tampering and
alteration by untrusted entities of
software/ firmware authentication
keys

Response

Software/firmware authentication
keys must be protected to prevent
external leakage or tampering
during usage

(Requirement 15)

Second boot stage must be able
to detect any tampering or
alteration of software/firmware
for security services.

(Requirement 16)

When the second boot stage
detects tampering or modifications
in the software/firmware, it must
prevent the use of the tampered
or modified software/firmware.

(Requirement 11)
Software/firmware authentication
keys must be stored in One Time
Programmable (OTP) memory
space.

(Requirement 12)

First boot stage shall detect any
tampering or alteration of the
software/ firmware authentication
keys.

oA wAe) Ee] AgHor s S8
m2ag - $QAAE 2Ysks A A e

Table 9. Security Requirements of 3™ Boot Stage

(Requirement 13)

When first boot stage confirms
the tampering or alteration of the
software/firmware authentication
keys, it must prevent the use of
the compromised software/
firmware authentication keys.

34 Boot Stage

Threat Applications/OS tampering threat
Applications/OS must be
Response | protected from tampering and

alteration.

(Requirement 14)

The software/firmware
authentication keys must be
secure against physical security
threats.

(Requirement 17)

Third boot stage must be able to
detect any tampering or
alteration of applications/OS.

(Requirement 18)

When the third boot stage detects
tampering or modifications in the
applications/OS, it must prevent
the use of the tampered or
modified applications/OS.
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